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Abstract. A novel optical security technique for safeguarding user pass-
words based on an optical fractal synthesizer is proposed. A validating
experiment has been carried out. In the proposed technique, a user
password is protected by being converted to a fractal image. When a
user sets up a new password, the password is transformed into a fractal
pattern, and the fractal pattern is stored in authority. If the user is online-
validated, his or her password is converted to a fractal pattern again to
compare with the previous stored fractal pattern. The converting process
is called the fractal encoding procedure, which consists of two steps.
First, the password is nonlinearly transformed to get the parameters
for the optical fractal synthesizer. Then the optical fractal synthesizer is
operated to generate the output fractal image. The experimental result
proves the validity of our method. The proposed technique bridges
the gap between digital security systems and optical security systems
and has many advantages, such as high security level, convenience,
flexibility, hyper extensibility, etc. This provides an interesting optical
security technique for the protection of digital passwords. © 2009 Society of
Photo-Optical Instrumentation Engineers. �DOI: 10.1117/1.3156052�

Subject terms: optical security; verification; fractal encoding procedure; optical
fractal synthesizer.

Paper 080982R received Dec. 18, 2008; revised manuscript received Apr. 12,
2009; accepted for publication Apr. 27, 2009; published online Jun. 26, 2009.
Introduction

ptical verification systems have received enormous atten-
ion due to their high security level and parallel processing
apacity. Early explorations of these systems date back to
he 1970s, when some sensitive devices were put
orward.1,2 Within the past decade, research of optical veri-
cation systems has been getting more and more success-
ul. Representative achievements include the double ran-
om phase encoding technique,3 a security system based on
joint transform correlator,4–7 a verification system based

n an iterative algorithm,8,9 a pure phase coding
echnique,10,11 and a polarization encoding technique.12 De-
pite the diversity of their optical principles and forms of
ealization, most of these verification techniques share
omething in common. Often, these verification techniques
onsist of two procedures, i.e., the encoding procedure and
he decoding procedure. In the encoding procedure, an
riginal image is chosen for each user and converted to an
ncoded image, either by means of optical processing or by
lectronic computing approaches like digital encoding or
terative algorithms. The obtained encoded image is subse-
uently distributed to the user. The decoding procedure is
o verify the authenticity of the users and is often carried
ut by optical devices for fast processing. The user being
hecked is asked to present the encoded image given to him
r her. The encoded image is used to reconstruct the origi-
al image by the authority. Only the correct reconstruction
f the original image means that the provided encoded im-
ge is from a valid user. Validation systems like this are

091-3286/2009/$25.00 © 2009 SPIE
ptical Engineering 067003-
always used in situations like certificate verifications or fin-
gerprint identifications. But so far, optical security systems
for the protection of user passwords have rarely been re-
ported.

Fractals have already been used in some security areas.
A fractal can be determined by a set of parameters. Tebaldi
et al. proposed the use of fractal-structured diffractive
masks as keys in secure storage-readout systems13 and
pointed out that if a fractal is used as the encrypting key,
there is no need to send the key mask itself to the receiver,
but a simple set of parameters. This prevents the loss of key
information in transmission, reduces the risk of the key
mask being intercepted, and makes implementation easy.
Fractals can be generated by optical means. The optical
fractal synthesizer14 �OFS� is a parallel optical processor
for generating fractals. Sasaki et al. used OFS to generate
pseudorandom patterns as the key for stream ciphers.15,16

One can easily see that until now, fractals and OFS are used
only as accessories for other security applications.

In this paper, we present a novel optical password secu-
rity technique based on OFS. This technique can be used
for banks, password locks, or customhouses. It protects the
user password by converting the password to a fractal im-
age. The process that converts the user password to a fractal
image is called the fractal encoding procedure �FEP� and
consists of two steps. First, the password is nonlinearly
transformed to get the parameters for the OFS; second, the
OFS is operated to generate the output fractal image.

The is paper is organized as follows. In Sec. 2, the prin-
June 2009/Vol. 48�6�1
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iple of our proposed technique is demonstrated in detail.
n Sec. 3, experimental results and discussions are given.
ast, a conclusion is given in Sec. 4.

Optical Password Security Technique Based
on Optical Fractal Synthesizer

.1 Working Process of the Optical Password
Security Technique

his optical password security technique utilizes OFS to
ecure user passwords and can be used in verification sites
ike banks or customhouses. The kernel of this technique is
he fractal encoding procedure �FEP� that converts a user
assword to a fractal pattern. Figure 1 is a flowchart of the
orking process of this security technique. As is shown in
ig. 1�a�, when a user sets up a new private password P, a
ecret key K is randomly generated in the same time. A
ractal pattern F is obtained from P and K through FEP. F
nd K are then stored in the database of authority. And in
ig. 1�b�, while on-site validation of the user-input pass-
ord P� takes place, the stored key K is picked up in the
atabase, and another fractal pattern F� will be generated
hrough FEP using P� and K. Subsequently, F� is compared
ith the stored pattern F. If F� is the same as the stored
attern F, the input password is a legal one; otherwise, it is
nvalid.

.2 Details of the FEP
he FEP consists of two steps. First, a nonlinear transform

s applied to the password to generate the parameters for
he OFS. Second, the OFS is operated to generate the out-
ut fractal image. Details of the FEP are described as fol-
ows.

Suppose that the user password P is composed of 8 in-
egral numbers valued between 0 and 9:

P = �p1 p2 p3 p4 p5 p6 p7 p8�

��pi � �0,1, . . . ,9�, i = 1,2, . . . ,8� . �1�

A secret key K is gotten, either generated by a computer
s in Fig. 1�a�, or picked up from the database in Fig. 1�b�.

is composed of 11 integral numbers, as described in Eq.
2�, where k1 to k8 range from 0 to 9, and k9 to k11 range
rom 50 to 150:

ig. 1 The flowchart of the optical password security technique
hen �a� a user sets up a new password and �b� a user is online
alidated.
ptical Engineering 067003-
K = �k1 k2 k3 k4 k5 k6 k7 k8 k9 k10 k11�

��ki � �0,1, . . . ,9�, i = 1,2, . . . ,8, kj

� �50,51, . . . ,150�, j = 9,10,11� . �2�

A linear transform is performed to generate parameters
of the OFS:

rn = �pn + 3�kn+3 mod k9 �n = 1,2, . . . ,8� , �3�

s1 = r1/k9, �4�

�1 = − arccos�r2/k9� , �5�

j1 = �− 1�k10, �6�

t1 = − �r3 + 50,r4� , �7�

s2 = r5/k9, �8�

�2 = arccos�r6/k9� , �9�

j2 = �− 1�k11, �10�

t2 = �r7 + 50,r8� . �11�

Then the OFS is operated to produce the fractal pattern
F. The OFS generates fractals based on an iterated function
system �IFS�. An IFS �Ref. 17� consists of a finite set of
affine transformations. In our technique, the n+1’th itera-
tion of the IFS can be expressed as:

An+1 = W�An� = �
i=1

2

�i�An�, An � R2, �12�

where An indicates a set of points in a two-dimensional
�2-D� real number space R2, corresponding to a pattern on a
2-D plane. And �i�An� is a contractive affine transformation
expressed as:

�i�An� = �x�;x = S�si�R��i�M�ji�x + ti,x � An� �i = 1,2� ,

�13�

where

S�si� = �si 0

0 si
�, R��i� = �cos �i − sin �i

sin �i cos �i
�, and

M�ji� = � ji 0

0 1
� j � �1,− 1� ,

is the transform matrix corresponding to the contraction,
rotation, and reflection transformation, respectively.

When an IFS with a certain parameter set �si ,�i , ji , ti� is
applied to an arbitrary image iteratively, it will finally con-
verge to a fractal called the attractor. The shape of the
fractal is determined by the parameter set �si ,�i , ji , ti�.

17

The parameter set is decided according to Eq. �4� to Eq.
June 2009/Vol. 48�6�2
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11� before the iteration process starts and remains un-
hanged in all iterations until convergence.

An OFS realizes the previous IFS by optical means. Ex-
mples of OFS have been given in the previous literature.18

ere, we present a new setup of OFS requiring fewer op-
ical elements, as shown in Fig. 2. Two linear motion
uides �LMGs� are placed on an experiment table. Each
MG carries a liquid crystal display �LCD� and a convex

ens. The CCD is placed upside down for receiving the
nverted image of two LCDs. Both the LCDs and the CCD
re controlled by a computer, making the CCD-captured
mage display back on the two LCDs.

To realize the IFS with parameter set �si ,�i , ji , ti�, ele-
ents in the OFS should be positioned properly before the

terations start. As shown in Fig. 2, the object distance ui
nd the image distance vi are decided by
i /ui ·LLCD /LCCD=si and the thin lens formula 1 /ui+1 /vi
1 / f , where LLCD, LCCD means the width of the LCD

creen and the width of the CCD screen, respectively, and f
s the focal length of the lens. Suppose that the pixel num-
er of the CCD is MCCD�NCCD. The LCDi is rotated with
ngle �i. And its center Ci is shifted to OiCi

�
ti�LCCD /MCCD��ui /vi� in the xiyi plane. Such a shift makes

he image of the LCDi have a shift of ti�LCCD /MCCD�, i.e.,
shift of ti pixels in the CCD plane �x�y� plane�. If ji=1,

he CCD-captured image is displayed on the LCDi directly,
nd if ji=−1, the image displayed on the LCDi is in retrof-
exion horizontally, realizing the reflection transformation.

Fig. 3 The CCD-captured image of different iterations in the OFS.

Fig. 2 The OFS used in our experiment.
ptical Engineering 067003-
This positioning of elements is done by motorized precision
rotary and translation stages before the iterative process
starts.

For the first iteration, an arbitrary initial pattern A0 is
displayed on both LCDs. In the n+1’th iteration, the CCD-
captured pattern An �obtained from the previous iteration� is
displayed back on both LCDs and imaged by the lenses.
Each image is contracted by the lens, and at the same time,
the images are translated and rotated because the LCD is
shifted and rotated. The two images are captured synchro-
nously by the CCD, and the merged pattern An+1 will be
used in the next iteration. When the iterative process of the
OFS converges, a fractal image F is obtained from the
CCD, and the FEP is finished.

The FEP process is used either when a user sets a new
password or when a password is validated online, as de-
scribed in Fig. 1. The nonlinear transformation, correspond-
ing to Eq. �3� to Eq. �11�, has low computing expense and
therefore can be executed by notebook PC or digital signal
processing �DSP�. The subsequent fractal generation pro-
cess is carried out by an OFS system.

3 Experimental Results and Discussion
Experiments were carried out to verify the proposed pass-
word security technique. The LCDs in the OFS system are
Samsung SyncMaster 713 MB, which is an incoherent light
source. The screen size is LLCD�HLCD=340mm
�270 mm. The resolution used in our experiment is 1024
�768. The CCD camera is a Mintron MTV. 1881EX. The
size of the frame is LCCD�HCCD=6.36�4.77 mm. The

Fig. 4 Computer simulation results of the CCD-captured image of
different iterations in the OFS.

Fig. 5 Generated fractal results from different user-input pass-
words: �a� P�, �b� P�, �c� P�, �d� P�.
1 2 3 4

June 2009/Vol. 48�6�3
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ixel number is MCCD�NCCD=795�596. The size of each
ixel is 8 �m�8 �m. The focal length of the convex
enses is f =20 mm.

Suppose that a user sets a new password P
�4 2 2 5 8 5 7 6�. According to the preceding description
f the FEP, a random key K= �7 3 7 1 4 7 0 6 91 109 80�
s generated by a computer. The parameters of the IFS are
btained by Eq. �4� to Eq. �11�. They are s1=0.615, �1=
� /4, j1=−1, t1= �−101 −1�, s2=0.736, �2=� /4, j2=1,

2= �140 1�, respectively. Before the iterative process
f the OFS is running, element positions are configured
s follows: u1=1757 mm, v1=20.2 mm, u2=1472 mm,

2=20.3 mm, O1C1
� = �−70.2 mm,−0.7 mm�, O2C2

�

�81.3 mm,0.6 mm�. Figure 3 exhibits the images cap-
ured by the CCD after different iterations. It can be seen
hat after several iterations, the captured images are stabi-
ized and converged to the attractor—a fractal image F. K
nd F are then stored in the database of authority. Com-
uter simulation results according to Eq. �12� and Eq. �13�
re also given in Fig. 4 to prove the correctness of the OFS
perating process.

In the verification process, the user being checked is
sked to input his or her password. Suppose that the user
nput a correct password P1�= �4 2 2 5 8 5 7 6�. The previ-
us K= �7 3 7 1 4 7 0 6 91 109 80� is picked up from the
atabase. Apparently, the parameter set of the IFS and ele-
ent positions of the OFS are the same as the case when P

s input. The FEP is conducted again to generate another
ractal image F1�, which is exhibited in Fig. 5�a�. Obviously,

1� is similar to the stored fractal image F. To further evalu-
te the similarity between these two images, the mean
quare error �MSE� is used. The MSE between images
��x ,y� and F�x ,y� is defined as:

SE =
	x,y
F��x,y� − F�x,y�
2

	x,y
F�x,y�
2
. �14�

Table 1 IFS parameters re

Password s1 s2 �1

P2� 0.4725 0.7363 −� /4

P3� 0.4725 0.7363 −0.18�

P4� 0.6154 0.7363 −� /4

Table 2 Elemen

Password u1 �mm� v1 �mm� u2 �

P2� 2283 20.2 14

P3� 2283 20.2 14

P4� 1757 20.2 14
ptical Engineering 067003-
The MSE between F1� and F is 0.057, very near to zero,
which means that the two images are very similar and in-
dicates that the input password P1� is legal.

Suppose that the user inputs some wrong password—for
example,P2�= �3 2 2 5 8 5 7 6�, P3�= �3 4 2 5 8 9 7 6�, and
P4�= �4 2 2 5 8 5 7 7�. Related IFS parameters are shown
in Table 1. Element positions of the OFS are shown in
Table 2. Fractal images F2�, F3�, and F4� are obtained, respec-
tively, as shown in Figs. 5�b�–5�d�. The MSEs between
them and F are 1.365, 1.183, and 1.600, respectively.
Therefore, they are quite different from F. This indicates
that P2�, P3�, and P4� are invalid passwords. Practically, when
MSE is more than 0.2, we consider the input passwords
invalid.

The preceding experiment proves the validity of the pro-
posed technique. In our experiment, the speed of the whole
system is mainly limited by the transfer frame rate of the
CCD-LCD system, which is about 25 frames /s. Often, it
takes less than 12 iteration cycles to produce a fractal—that
is, �0.5 s. This is acceptable in many verification applica-
tions. Further improvement of speed is expected if an all-
optical setup of OFS is applied.

The FEP has a good stability in producing the fractal
pattern F. This is ensured by the character of IFS. The IFS
in our technique is a hyperbolic IFS; the attractor of the IFS
F is determined uniquely by its parameter set.19 So if there
is turbulence in one iteration cycle, causing the image taken
by the CCD to be disturbed, the following iterations will
still converge to the same attractor F. Furthermore, the at-
tractor depends continuously on the parameters.17 So even
if there are element position errors in the OFS, the obtained
fractal will still be similar to F. Therefore, this system is
robust to turbulences and element position errors in the
OFS system.

Different from most of the previous research, by utiliz-
ing a novel procedure named FEP, this technique has some
unique features. First, the result of the FEP process, the

password P2�, P3�, and P4�.

2 j1 j2 t1 t2

/4 −1 1 �−101,−1� �140,1�

65� −1 1 �−101,−1� �140,1�

/4 −1 1 �−101,−1� �140,90�

ons of the OFS.

v2 �mm� O1C1
� �mm� O2C2

� �mm�

20.3 �−91.4,−0.9� �81.3,0.6�

20.3 �−91.4,−0.9� �81.3,0.6�

20.3 �−70.2,−0.7� �81.3,52.3�
lated to

�

�

0.1

�

t positi

mm�

72

72

72
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ractal pattern F, has very delicate microstructures; it is
herefore impossible to duplicate it exactly. Often, a hacker
ould derive a user’s password from the stored information
. So, theoretically, if the precision and resolution of OFS
re improved, and if the produced fractal image is kept in
ptical storage, it will be very difficult for the cracker to get
n accurate copy of the stored information F. Hence, this
ystem could have a very high security level. Second, un-
ike other optical security methods, this technique converts
igital passwords to patterns, so it bridges the gap between
igital security systems and optical security systems. This
eature can be utilized in many coded methods. For ex-
mple, if it associates with the double random phase sys-
em, it could produce random phase key patterns for the
ouble random phase system from digital passwords. Then
sers needs to remember only the password rather than al-
ays inconveniently keeping a portable key pattern on
and. So our technique can make some traditional optical
ecurity systems more convenient for users. Third, the sort
nd form of the nonlinear transformation and setup of the
FS can be chosen practically according to specific appli-

ations. So this technique is very flexible and extensible.

Conclusion
novel optical password security technique based on OFS

s presented in this paper. It is used for securing user-input
asswords in situations like banks and customhouses. Un-
ike most previous studies in this area, this technique uti-
izes the FEP to convert the user input password to a fractal
attern. Experiments have proven the validity of our pro-
osed technique.

Our proposed technique has many unique advantages,
uch as high security level, convenience, flexibility, and
xtensibility. It is robust to turbulences and element posi-
ion errors in the OFS system. It is also viable to be used in
ssociation with other existing optical encryption and veri-
cation techniques, to produce new forms of optical or
ptical-electrical security systems.
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